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Background: Repository-Grounded IoT RACG
• IoT application code is tightly coupled with RTOS/SDK repositories

✓ public APIs, configuration options, build workflows

• Retrieval-Augmented Code Generation (RACG) retrieves from a 

pinned repository and generates user-space code

Query: Create an an IoT device log 

management module for Zephyr that …

Code Repository

(e.g., Zephyr OS SDK)

Coding Agent

write

input

retrieve

2

Application Code



EmNets@ZJUUSENIX Security 2026

Background: Version-Inherited CVEs
• Generated code may call a benign-looking public API

• That API can transitively reach a vulnerable internal routine in the 

pinned version
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Generated
user code

fs_stat(path)

Public API
fs_stat()

Internal routine
fatfs_stat()

CVE-2020-13598

stack overflow

Affected: Zephyr ≤ v2.3.0; patched in v2.4.0

No retrieval poisoning is required — the honest pinned repository 
already contains the vulnerable behavior.



EmNets@ZJUUSENIX Security 2026

Existing Defense & Limitations

Secure RACG
(e.g., [CCS’25] CodeGuarder)

• retrieves security examples by task intent
• injects generic root causes and fixing 
patterns

✘ misses version/API-specific exposure

CVE scanners
(Snyk / Dependency-Check)

• flag vulnerable files and functions

• operate after or outside generation

✘ no public-API reachability
✘ no prompt-ready constraints

Need repository- and version-grounded security knowledge at the public API layer.
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Motivating Example: Shell Wi-Fi Command
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Key Idea

Insight
• In repository-grounded IoT RACG, security exposure is determined by public APIs selected from a 

pinned version, not only by the task description.

Idea
• Recover CVE-localized internals → exposed public APIs, then inject API-specific constraints at prompt 

time.

CVE-localized
internal routine

Exposed
public API

Version-matched
constraint

Secure
code

Align security knowledge with generation-time API commitments.
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IoTRAGuarder Overview

Offline Construction

• recover reverse call chains

• build contextual security 

knowledge base (KB)

Online Hardening

• surface API/header commitments

• inject aligned security guidance

7



EmNets@ZJUUSENIX Security 2026

Main Challenge: Exposure Identification
• CVE reports localize vulnerable internals; applications call public APIs

• RTOS call graphs contain ops tables, callbacks, macros, Kconfig / Devicetree

wiring

Question: Which public APIs expose this CVE in this pinned version?
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LLM-Assisted Call-Chain Recovery
Key insight
• Static analysis and LLMs have complementary strengths. Static analysis is precise for 

explicit call edges and local symbol resolution. 

• LLMs can interpret RTOS wiring idioms at breakpoints from localized context. LLM 
only reasoning can hallucinate cross file links. 

• We therefore use the LLM only as a bounded local completion oracle. We accept 
inferred links only when supported by explicit checkable evidence.
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Contextual Security Knowledge Base
• A useful KB entry must be version-aware, API-grounded, and prompt-

ready
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Dual-layer Aligned Online Retrieval
Issues:
• Existing secure RACG methods retrieve security knowledge only by 

task semantics, such as sub-task decomposition and functionality-

based retrieval. 

• This is misaligned with our commitment: even when a correct version- 

and API-specific entry exists, it may not be retrieved because the 
search ignores the concrete APIs identified by repository RAG.
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Dual-layer Aligned Online Retrieval
• Repository-grounded sub-task representation

• Version-matched, API-aware security retrieval

• Risk-aware prioritization and targeted injection

We ecomposes the augmented input (KQ || Q) into fine-grained sub-tasks:

Each sub-task explicitly records the APIs and headers that the

model intends to use:

For each sub_i, we retrieve version-consistent security entries from the knowledge base, we 

represent each candidate entry sj by embedding:

Not all sub-tasks warrant equal security intervention. We compute an aggregated risk score:

select the top-k highest-risk sub-tasks, and inject only their aligned security guidance into the final 

RACG prompt:
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Evaluation: Setup

• Benchmarks
• 44 Real-world IoT Applications, including 9 Zephyr CVEs

• Studied LLMs
• GPT-4o, DeepSeek-V3, DeepSeek-Coder-V2-16B, Qwen2.5-Coder-14B

• Retrieval modules

• The same embedding module (SFR-Embedding-Code-400M)  for both functional code 
retriever and security knowledge retrievers
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Evaluation: Baselines
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• Standard RACG ([MobiSys’25] IoTPilot, [MobiCom’25] AutoIoT)
• A conventional retrieval augmented setup that retrieves only functional code 

exemplars and appends them to the prompt, without any security knowledge 
retrieval/injection.

• [CCS’25] CodeGuarder

• We implement a strong prompt-time knowledge-injection baseline following 
CodeGuarder’s experimental protocol: security knowledge is retrieved and injected 
into the generation prompt to proactively steer the model away from vulnerable 
patterns.
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Evaluation: Metrics
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• Security Rate (SR)
• The percentage of generated outputs verified as secure (i.e., not exhibiting the 

targeted vulnerability patterns).

• Retrieval Success Rate (RR)
• The fraction of queries for which the retriever returns at least one relevant item 

(separately tracked for functional code and security knowledge when applicable).

• API Correctness (API)

• Whether the generated solution uses the correct and intended public APIs (especially 
important when secure remediation requires replacing insecure API usages with safer 
alternatives).
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Evaluation: Overall SR
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Evaluation: Overall SR
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Takeaway 1: For weaker code models (DS-Coder and Qwen-Coder), boundary-sensitive memory bugs remain the 

hardest: SR on CWE-120 and CWE-121 is consistently lower than other categories, suggesting that even when the 

correct guidance is retrieved, faithfully implementing precise length propagation and bounds checks remains 

challenging
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Evaluation: Overall SR
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Takeaway 2: CWE-416 (use-after-free) is harder for smaller models, likely due to the need for reasoning about object 

lifetimes and aliasing. These results indicate that our API- and versionaligned retrieval substantially improves 

guidance relevance, while the remaining gap is primarily attributable to model capability limitations in executing 

complex, vulnerabilityspecific fixes.
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Evaluation: Impact of Decomposition Granularity and

Injection Budget
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• The results reveal a clear “sweet spot” rather than a monotonic trend. 

• The key benefit comes from alignment rather than more injected text: a small number 
of highly relevant, API- and version-matched entries is more effective than injecting 
many candidates

• The optimal (m, n) depends on model capacity; we therefore use a conservative 
default (small m and moderate n) to balance precision and overhead across models.
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Evaluation: Effectiveness of Exposure Identification
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• Baseline: Joern tool (static CPG call graph)
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Evaluation: Ablation Study
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• Variants: 
• CodeGuarder

• IoTRAGuarder (Ablation): replaces CodeGuarder’s knowledge base (KB) with 
our constructed security KB, while keeping CodeGuarder’s task-only security 
retrieval

• IoTRAGuarder: uses our constructed security KB together with our dual-layer 
aligned security retrieval.
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Evaluation: Ablation Study
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• Takeaways:
• Both components are necessary for robust hardening: the offline knowledge base 

construction makes the rightversion- and API-specific evidence available, and the 
online aligned retrieval ensures that this evidence is triggered and can override 
insecure repository exemplars during generation.

CodeGuarder

5.11%

Ours KB
+ task-only retrieval

64.20%

Full
IoTRAGuarder

78.41%

+59.09

+14.21
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Evaluation: Breakdown Analysis
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• (1) CodeGuarder is bottlenecked by retrieval misses and exhibits a strong evidence–API mismatch.

• (2) A stronger knowledge base largely fixes retrieval, but not the follow-through.

• (3) IoTRAGuarder improves both retrieval and API coupling, turning more hits into actionable hardening
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Evaluation: Online overhead
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Average time per query

Standard RACG 16.74s

IoTRAGuarder 36.94s

Post-generation

scanning
≥32 min



Thank you for your attention!

Tong Sun, Jingyi Su, Yi Gao, and Wei Dong

If you have any questions, please contact tongsun@zju.edu.cn

IoTRAGuarder

Securing Retrieval-Augmented Code 
Generation via Contextual Knowledge 
Injection

• Version-inherited CVE exposure

• API- and version-grounded security KB

• Dual-layer aligned online retrieval

• Latency-aware Placement
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