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Background

* Internet of Things (IoT) devices are widely deployed in
safety-critical scenarios

If the device's rich execution environment (e.g.,
operating system) has been compromised

Sensitive operations will be manuplicated
Sensitive data will be modified or leaked




IPSN’24 dTEE EmNets@ZJU

Background

 Vendors leverage the hardware-assisted Trusted Execution
Environments (TEEs) to enhance the ability of devices against
attacks

arm
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Background

TEE-based loT Platform

. CPUC
What is TEE? s . FTTTTIEE T .
. . . 1 Client Trusted |
. fPU/Melrgory/Perlpherals are isolated into i Application «r“fe_’f‘ir! ) Application |
wo worlds ! F ! K f !
o | I ! |
Secure World (TEE) . | TEE ClientAPI : \ | TEE Internal API | !
« Non-secure World (REE) | _ : | _ |
+ REE OS (Linux, Zephyr, Contiki, ...) | ' : T e T
1 | 1
« TEE OS (OP-TEE,Trusty, ...) ! REE OS | \ | | Core [| Libs !
; ! ; TEE OS !
HOW to use It? t SMC: Secure Monitor Mode :SMC |
 Separates an app into two parts Peripherals | |
A trusted application (TA) Normal Devices Trusted Devices

« A client application (CA)



IPSN’24 dTEE EmNets@ZJU

Develop TEE-based Apps

* Developers need an in-depth knowledge of TEE APIs to carefully design the
control-flow between TA and CA

* Developers should also take care of the data-flow to prevent the disclosure
of security-sensitive variables

Unfortunately, securing an existing non-secure loT
app with TEE is not easy.
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Previous work

* Automatic Code Partitioning
* [ICSE’l6] Automated Partitioning
« [ATC’17] Glamdring

e Automatic Code Transformation
» [ICDE’21] Twine
- [ICDCS'22] WATZ

[ICSE’16] Automated Partitioning of Android Applications for Trusted Execution Environments.

[ATC’17] Glamdring: Automatic Application Partitioning for Intel SGX.

[ICDE’21] Twine: An Embedded Trusted Runtime for WebAssembly.

[ICDCS’22] WATZ: A Trusted WebAssembly Runtime Environment with Remote Attestation for TrustZone
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Previous work
* Automatic code partitioning [ICSE’ 16, ATC 1 7]

* They encapsulate sensitive data into TA and generate glue code between TA and CA
* They are suitable for simple apps but fail in the following two scenarios

. Complicated trusted logic 2. Secure peripheral interactions

Developers may not be satisfied with The most noticeable distinction between

only protecting the data but also try to loT and desktop apps is the interaction of
add customized logic sensing and actuating peripherals

[ICSE’'16] Automated Partitioning of Android Applications for Trusted Execution Environments.
[ATC’17] Glamdring: Automatic Application Partitioning for Intel SGX.
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Previous work

* Automatic Code Transformation [ICDE’21, ICDCS’22]

* They port the WebAssembly (WASM) runtime in the TEE and compile the whole
program into VWASM bytecode

* Two main limitations

|. Secure peripheral interactions 2. Large memory usage

They cannot support peripherals because * Protect whole program

the WASM runtime lacks of I/O modules * WASM runtime occupies ~50% secure
memory

[ICDE’21] Twine: An Embedded Trusted Runtime for WebAssembly.
[ICDCS’22] WATZ: A Trusted WebAssembly Runtime Environment with Remote Attestation for TrustZone.
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Contributions

* dTEE is a novel system to accelerate the development of trusted
loT applications using a declarative approach

* D-Lang language to support expressive application development.

* We propose a graph optimization algorithm to maximize the
efficiency of the TEE-based applications

* We implement dTEE and extensively evaluate its expressiveness,
efficiency, and overhead

10
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Design Goals

* Ease of programming
* We propose a declarative language D-lang on top of the well-known SQL language

* Application independent
* D-lang is to be developed such that existing apps need no source code modifications

* Efficiency

* Reduce the associated overhead resulting from the enhancement of app security

* Soundness
* e.g., meticulous sanitization of the transformation interfaces

11
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dTEE Workflow

* Four stages
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dTEE Workflow

* Four stages

1. Code 2. Code 3. Code 4. Code Generation
Declaration Analysis Partitioning & Compilation

13
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dTEE Workflow

e |.Code declaration

b e — - Source COde 1 /* DroneApp/main.c */
s 2 int main() {
3 /* ... */
APP 4 rawDataType rawData getRawData () ;
Source 5 GPSDataType gpsData parseRawData(rawData);
Code 6 /% ... %/
7 %}

(|
(|
X
E E Listing 1: The core application logic of DroneAPP [30].
L
(|
(I

N
D-LANG 1
Files

- o mm m mm mm = mm mm mm mm O mm mm mm mm

——————————

—r
a.dtee : 1

User Input : :

1

N (851)
1

15
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dTEE Workflow

e |.Code declaration

b e — - Source COde 1 /* DroneApp/main.c */
s 2 int main() {
3 /* ... */
APP 4 rawDataType rawData_ = getRawData();
Source 5 GPSDataType gpsData = parserawcataflrawData);
Code 6 /% ... %/
7 %}

Listing 1: The core application logic of DroneAPP [30].

N
D-LANG 1
Files

Case 1: Users require that the integrity of GPS data must be protected

- o mm m mm mm = mm mm mm mm O mm mm mm mm

—r
a.dtee : :
User Input ! :
: ‘..__(_‘§_5;_1_)__..’I : D-L 1 /x Casel/drone.dtee */
i} Code Declaration! -Lang code 2 FROM DroneAPP/main.c FUNC main {
e e e e e e m e m == ' 3 TZ_DATA_INTG gpsData;

4}
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dTEE Workflow

e |.Code declaration

e Source COde 1 /* DroneApp/main.c */
’ 2 int main() {
3 /* ... */
APP 4 rawDataType rawData = getRawData();
Source 5 GPSDataType gpsData = parseRawData(rawData);
Code 6 /% ... %/
7 ) Insert code

(|

(|

X

E ; Listing 1: The core application logic of DroneAPP [30].
1

L

(|

(I

Case 2: Users want to sign the GPS data in the TEE

N
D-LANG 1
Files

- o mm m mm mm = mm mm mm mm O mm mm mm mm

——————————

STRING_TZ =*private_key;

T
a.dtee : : D-Lang COde 1 /* Case2/drone.dtee x/
User Input 3\ TZ_DATA CONF gpsbata;
l —_— —_— )
Vo (851) INSERT_AFTER [ANNT]
|
|

char *signed_gpsData;
TZ_sign_rsa_shal (signed_gpsData, private_key, &
< gpsDhata, ...);
9 END_INSERT
10 }

4
5
6 TZ_genKey (RSA_KEYPAIR, 2048, private_key, NULL);
7
8




D-Lang

* General
* Configure the TEE environment

* Declarative Development of Trusted Logic
* Provide built-in functions

* Tiered Protection

* Provide tiered degrees for temporary data protection
* Provide permanent data protection
* Provide functions protection

18
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dTEE Workflow
e 2. Code apalysi

P e o mm mm m mm mm m— m— E— — — o o e e e e e e e o e o
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:CD Code Declaratio @ Code Analysis
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dTEE Workflow

* 3. Code Partitioning

P e mm mm mm o mm mm mm mm m ow— w— — o o e e e e e e e o e o

PDG

——————————

I
I
i
I
11 APP . dCFG-based
I ' Source Static Program Code Partition
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, 1 Code N (85.2)
: Lon 7y
P! e
! 1 dCFG Partitioning
! |
I
: : L _| Static Data-Flow yigt
1! SO g Analysis |
I : D-LANG -k1 o y !
: ,  Files &[> ',_l_l_' ! !
| 1 7
(I a.dtee | 11
I
\ 1 User Input L - Static Control-
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I
I
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IPSN’24 dTEE

issue#1
* REE and TEE world switching has huge overhead

REE REE TEE REE TEE
6 & (O untrusted
foo1 () j:) node in REE
gi foo1 () foo1 ()
O wrapper
61,002 0 |::> g‘/’o QY) code in REE

I:> foo2 ()
éfmﬁ 0 2&/71 q%/
~150ms! 42

1. Protect funictio FG optimizati

QO trusted
ode in TEE

flow

21
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dCFG-based Code partitioning

 dCFG Construction

1 /* DroneApp/main.c */

2 int main() { S Drone app _

3 fI® ... wF (7 Inttialization () ENTRY: main

4 while(1) { // Primary logic source code

5 if (mode == "Low Power") { while (1

6 lowPowerMode () ; . e (1)

7 printf("Save energy...");

8 sleep(1000) ;

9 } else {

10 rawDataType rawData = getRawData();

11 GPSDataType gpsData = parseRawData(rawData); lowPowerMode ()

12 [xo.0ox/ X AmSSs———mm—m——————— "

Bl

13 } } printf () (O STRING_TZ *private_key :

14

15 } TZ_genKey () :
sleep () O char *si D '

1 /x Case2/drone.dtee */ char *signed_gpsData |

2 FROM DroneAPP/main.c FUNC main { [) L Ci |

3 TZ_DATA_CONF gpsData; -Lang code TZ_sign_rsa_sha1 () '

4 INSERT_AFTER [ANNT] G @ ] 2 0\ e o o o o o o o o e e o2 2 !

5 STRING_TZ #*private_key;

6 TZ_genKey (RSA_KEYPAIR, 2048, private_key, NULL);

7 char *xsigned_gpsData;

8 TZ_sign_rsa_shal(signed_gpsData, private_key, &

< gpsData, ...);
9 END_INSERT

10 3} 22




dCFG-based Code partitioning

* Partitioning algorithm
* Input:a directed acyclic graph G (V , E)
{1 logic block b; is assigned to world w;
biw; —

0 logic block b; is not assigned to world w;

{1 logic block b; uses a variable with sensitivity s;
bisj =

0 logic block b; does not use variables with sensitivity s;

* Objective
* minimize computation and switching time
* Constraints
* |.TA memory should be less than TEE secure memory
* 2.All sensitive operations and data need to be protected in TEE

23
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dTEE Workflow

* 4, Code Generation & Compilation
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— | K>

CA

Transformation

(86)

Specify |the TEE
and loT| platform

AN
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issue#2

e Libraries and drivers are different in the REE and TEE

* We first analyze loT libraries
* Portable libraries

 Auto-transformable libraries

* Manually-transformable libraries

25
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Peripheral-oriented Library Porting Mechanism
* Non-MMU devices (easy)

* directly configure physical addresses

* MMU-equipped devices (hard)
* map physical and virtual addresses (e.g., via mmap interface)
* TA lacks permissions for physical address mapping

* dTEE extends the basic mapping mechanism for TEE OS
* Utilizes the phys_to_virt() function
* Provides pre-configured kernel-level functions for GPIO access

26
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Implementation

* Analysis framework
. Frama-

pnone ©

Software Analyze

+ Source-to-source transformation
* Auxiliary code is generated by JAVA
* Peripheral driver porting is based on pseudo-TAs

27
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Evaluation

* Three questions

* (i) Does dTEE achieve better expressiveness and rapid development than
existing approaches!?

* (ii) What is the dCFG-based optimization improvement performance!?

* (iii) What is the overhead of dTEE?

™
..-__.- |.__-.I
_ | .
LY )

Raspbian

> i

S Raspbian OS OP-TEE OS
Raspberry Pi 3B+ (REE OS) (TEE OS)

28
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Evaluation

* Expressiveness
* Support four real-world apps and six microbenchmarks

Konstantin etal. [1] | __Glamdering [2] WATZ[3] | _dTEE
4 4

Print 4 v

Basic programming cJSON X & v V|
concat v v v v

Blink X X X 4

Sensing Temperature X X X 4
Humidity X X X v

Iy [ICDCS’18] Alidrone X X X v

REQ Why dTEE is better?

* dTEFE’s peripheral-oriented library porting mechanism

29
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Evaluation
* Reduced Lines of Code (LOC)

* Reduce more than 90% LoC in four real-world apps

0 800 ., 100%
3 O
; (o101 e — O 75%
§4oo E 50%
Ezoo l § 259,
0 H [ ] % 0%
< O l‘/ 1, >
& & &N 2
S« O & &
v <‘> N oé \alV¢%
(2

Q * dTEE’s D-Lang language provides abstractions for protecting

sensitive operations and data
30
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Evaluation

* Performance improvement (speedtestl benchmark) %QLite
* Reduce ~50% execution time
* Reduce ~75% secure memory usage

Execution time Memory usage

Overall Switching Overall Wasm runtime

WATZ [32] 2,160 ms / 12.10 MB 9.15 MB
dTEE (w/o dCFG opt) 1,217 ms 460.27 ms 2.14 MB /
dTEE (w/ dCFG opt) 1,050 ms 293.03ms 2.89 MB /

L

Q * dTEE’s dCFG optimization works well (~14%)

* dTEE utilizes a partitioning-based method which reduces memory
usage

31
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Evaluation

 dTEE overhead

* Compared to using OP-TEE directly, dTEE incurs less than 6% overhead in terms of
execution time
300

‘ & & ; N
F P T @ F & @
v N

@ Manual BdTEE

—
- ;N
|

o
o o,
|

Rate of CMD

Execution Time

Execution Time of
Complete App (ms)

Q * dTEE results in a negligible overhead

32



A declarative approach to secure loT

applications using TEE
dTEE

* D-Lang language
* dCFG optimization
* Peripheral-oriented lib porting

Thank you for your attention!

Tong Sun, Borui Li, Yixiao Teng, Yi Gao, and Wei Dong
If you have any questions, please contact tongsun@zju.edu.cn
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STATE KEY LABORATORY OF BLOCKCHAIN AND DATA SECURITY

ZHEJIANG UNIVERSITY & 5P SOUTHEAST UNIVERSITY
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Declarative development language

* D-Lang

Statement types

Keywords

Comments

General

FROM, FUNC

The general format for D-LANG files.
FROM{...} FUNC{...}

@RIVER, INSERT_AFTER [], END_INSERT

Configure the TEE environment.

Declarative Develop-
ment of Trusted Logic

Tiered Protection

INT_TZ, CHAR_TZ,
FLOAT_TZ, STRING_TZ, STRUCT_TZ

Declare secure variables which have not existed in the original apps.

TZ_genKey(), TZ_sign_rsa_shal(), ...

Built-in crypto functions, including enc/dec, sign/verify, hash, and random.

TZ_digitalWrite(), TZ_digitalRead(),
TZ_STORE

Built-in peripheral APIs.
Permanently protect data based on the secure storage mechanism.

TZ_DATA_ONLY, TZ_DATA_CONF,
TZ_DATA_INTG, TZ_DATA_ALL

Tiered degrees for temporary protection.

TZ_FUNC

Protect functions.

TZ_FUNC_SUB

Substitute an original function with a negf/function.

”

1 FROM DroneAPP/main.c FUNC main {
2 // To permanently store the data in secure storage

3 TZ_STORE gpsData;
4 }

34
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Table 2: Three types for protecting libraries of IoT apps

Types Portable libraries Auto-transformable libraries Manually-transformable libraries
Program logic No changed No changed Changed
Transformation No need Need Need
Conditions All the functions supported by TEE, The peripheral libs of IoT apps The developers add new logic,
and no operations of Linux system calls. | use mmap() operation to access GPIO. | or the libs increase the TCB significantly.
Examples Libquirc [11], Libnmea [24] LibwiringPi [19] Libopenssl [35], Libcrypto [35]
Konstantin et al. [42] v 4 } 4
Glamdring [29] v X b 4
dTEE (Our paper) v v v

35
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